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Art Unit: 2131 

DETAILED ACTION 

1. Claims 1-30 have been examined. 

2. Claims 3 and 7 are rejected under 35U.S.C. 112, second paragraph. 

3. Claims 1-5, 7-10, 13, 14, 18, and 20-30 are rejected under 35 U.S.C. 
102(e). 

4. Claims 6, 11, 12, 15-17, and 19 are rejected under 35 U.S.C. 103(a). 



Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 [/.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

5. Claims 3 cmd 7 are recites the limitation "third file identifier and fourth 
file identifier" in generating for identifying and encrypting the descriptor file. 
There is insufficient antecedent basis for this limitation in the claim. 

The terms "third file identifier"' and "fourth file identifier" are vague. The 
prior claims did not include a first and a second file identifier that pertains to 
the existence of the third and fourth file identifier. 
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Claim Reiecti ns - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 [/.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), 
(2), and (4) of section 371(c) of this title before the invention thereof by the applicant for 
patent. 

The changes made to 35 J7.S.C. 102(e) by the American Inventors Protection Act of 
1999 (AIPA) and the Intellectual Property and High Technology Technical Amendments 
Act of 2002 do not apply when the reference is a U,S. patent resulting directly or 
indirectly from an international application filed before November 29, 2000, Therefore, 
the prior art date of the reference is determined under 35 U,S,C, 102(e) prior to the 
amendment by the AIPA (pre-AIPA 35 U.S. C. 1 02(e)). 

6. Claims 1-5, 7-10, 13,14, 18, and 20-30 are rejected under 35 
U.S.C. 102(e) as being anticipated by Saito (US 6,076,077). 

As per claim 1: 

Saito discloses a method of producing an encrypted version of a binary 
asset wherein the Examiner asserts for purposes of applying art, can be a file 
or data content (col. 7, line 10-28). The method comprising a unique identifier 
(UID) that was generated for the file that was computed from at least a portion 
of the contents and that uniquely identifies the file (col. 7, lines 38-55). The 
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Examiner also asserts that the unique identifier can be a key such as a secret 
or common key or a public key type wherein the key is used to identify the file. 
The file is encrypted with a key, which results in encrypted file (col. 7, line 60- 
col. 8, lines 67). Further, Saito teaches providing the key to decrypt the 
encrypted file to verify the integrity of the decrypted file (col. 9, lines 19-40). 
Also refer to col. 10, line 5, ET. Seq. 
As per claim 2: 

Saito discloses a second UID for the encrypted version of the file wherein 
is used to retrieve the encrypted file (col. 11, line 4-col.l2, line 47). 
As per claim 3: 

Saito discloses a descriptor file that includes the UID and the second UID 
wherein generates a third file ID that is used to encrypt the descriptor file 
(col. 13, line 45-col.l4, line 35). Saito also includes a fourth file ID for the 
encrypted descriptor file wherein the third and the fourth ID are used to access 
the contents of the (original) file (col. 16, line 1, et. Seq.). 
As per claim 4: 

Saito discloses a method of producing an encrypted version of a file or 
data content (col. 7, line 10-28). The method comprising a file identifier (F-ID) 
that was generated for the file that was computed from at least a portion of the 
contents and that uniquely identifies the file (col. 7, lines 38-55). The Examiner 
also asserts that the file identifier can be a key such as a secret or common key 
or a public key type wherein the key is used to identify the file. The file is 
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encrypted with a key, which results in encrypted file (col. 7, line 60-coL8, lines 
67). Further, Saito teaches providing the key to decrypt the encrypted file to 
verify the integrity of the decrypted file (col.9, lines 19-40). Also refer to col. 10, 
line 5, ET. Seq. 

Saito discloses a second F-ID for the encrypted version of the file wherein 
is used to retrieve (by decrypting) the encrypted file (col. 11, line 4-col.l2, line 
47). 

As per claim 5: 

Saito uses a hash function (col. 12, lines 55-57). 
As per claim 7: As rejected with the same rationale in claim 2. 
As per claim 8: 

Saito discloses a method of producing an encrypted version of a binary 
asset wherein the Examiner asserts for purposes of applying art, can be a file 
or data content (col. 7, line 10-28). The method comprising a unique identifier 
(UID) that was generated for the file that was computed from at least a portion 
of the contents where the Examiner asserts that uniquely identifies the file as 
intrinsic (col. 7, lines 38-55). The Examiner also asserts that the unique 
identifier can be a key such as a secret or common key or a public key type 
wherein the key is used to identify the file. The file is encrypted with a key, 
which results in encrypted file (col. 7, line 60-col.8, line 18). Further, Saito 
teaches providing the key to decrypt the encrypted file to verify the integrity of 



Application/ Control Number: 09/391,360 Page 6 

Art Unit: 2131 

the decrypted file (col. 9, lines 19-40). Also refer to col. 8, lines 20-59 and 
col. 10, line 5, Err. Seq. 

As per claim 9: Saito includes the method comprising a unique identifier 
(UID) that was generated for the file that was computed from at least a portion 
of the contents where the Examiner asserts that uniquely identifies the file as 
intrinsic (col. 7, lines 38-55).. 

As per claim 10: As rejected with the same rationale as rejected in claim 5. 
As per claim 12: As rejected with the same rationale as rejected in claim 5. 
As per claim 13: 

Saito discloses a structure for reliably identifying plurality of files 
comprising file names and Meta data for each file (col. 10, lines 57-65). In 
addition, Saito discloses a unique identifier (UID) that was generated for the file 
that was computed from at least a portion of the contents where the Examiner 
asserts that uniquely identifies the file as intrinsic (col.7, lines 38-55). The 
Examiner also asserts that the unique identifier can be a key such as a secret 
or common key or a public key type wherein the key is used to identify the file. 
The file is encrypted with a key, which results in encrypted file (col.7, line 60- 
col.8, line 18). Further, Saito teaches providing the key to decrypt the 
encrypted file to verify the integrity of the decrypted file (col. 9, lines 19-40). 
Also refer to col. 8, lines 20-59 and col. 10, line 5, ET. Seq. 
As per claim 14: As rejected with the same rationale as rejected in claim 13. 



Application / Control Number: 09 / 39 1 , 360 Page 7 

Art Unit: 2131 

As per claim 18: As rejected with the same rationale as rejected in claim 13. 
Also, see col. 14, lines 56-67. 

As per claim 20: As rejected with the same rationale as rejected in claim 16. 
As per claim 21: As rejected with the same rationale as rejected in claim 1. 
As per claim 22: 

Saito discloses a structure for reliably identifying plurality of files 
comprising file names and Meta data for each file (col. 10, lines 57-65). 
As per claim 23: Saito discloses a method of producing an encrypted version 
of a file (col.7, line 10-28). Saito teaches encrypting and decrypting wherein 
the method comprises a file identifier (F-ID) that was generated for the file that 
was computed from at least a portion of the contents and that uniquely 
identifies the file (col.7, lines 38-55) and encrypts and decrypts the file with the 
F-ID as the key. However, Saito fails to include decompressing a file in 
conjunction with decrypting. 
As per claim 24: 

Saito includes the digital signature and the key is used to authenticate 
the non-encrypted file (col. 14, lines 1, Et Seq.). 

As per claim 25: As rejected with the same rationale as rejected in claim 24. 
As per claim 26: 

Saito discloses a method of producing an encrypted version of a file 
(col.7, line 10-28). Saito teaches encrypting and decrypting wherein the 
method comprises a file identifier (F-ID) that was generated for the file that was 
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computed from at least a portion of the contents and that uniquely identifies 
the file (col. 7, lines 38-55) and encrypts and decrypts the file with the F-ID as 
the key. 

Saito discloses a descriptor file that includes the UID and the second UID 
wherein generates a third file ID that is used to encrypt the descriptor file 
(col. 13, line 45-col. 14, line 35). Saito also includes a fourth file ID for the 
encrypted descriptor file wherein the third and the fourth ID are used to access 
the contents of the (original) file (col. 16, line 1, et. Seq.). 

Further, Saito discloses a structure for reliably identifying plurality of 
files comprising file names and Meta data for each file (col. 10, lines 57-65). 
Also, refer to col. 13, Et Seq. 

As per claim 27: As rejected with the same rationale as rejected in claim 22. 
As per claim 28: As rejected with the same rationale as rejected in claim 23. 
As per claim 29: As rejected with the same rationale as rejected in claim 24. 
As per claim 30: As rejected with the same rationale as rejected in claim 25. 
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Claim Rejections - 35 USC §103 

The following is a quotation of 35 f/.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

7. Claims 6, 11, and 19 are rejected under 35 U.S.C 103(a) as being 

unpatentable over Saito as applied to claims 4, 8, and 18 above, and further in 

view ofBerkountz, et at (US 5,832,479). 

As per claim 6: 

Saito discloses a method of producing an encrypted version of a file or 
data content (col. 7, line 10-28). The method comprising a file identifier (F-ID) 
that was generated for the file that was computed from at least a portion of the 
contents and that uniquely identifies the file (coL7, lines 38-55). However, 
Saito fails to include compressing a file. 

Berkowitz, et al. discloses a method for storing data wherein each 
document has a unique document identifier and data keys (col. 1, lines 52-65). 
Berkowitz includes a step of providing data key identifier and further 
compressing the file (col. 4, lines 28-52). The Examiner asserts compressing 
the file helps reduce the size of the data therein so that less space is needed 
and less bandwidth is needed to transmit the file. Therefore, it would have 
been obvious to modify the encrypting of the file of Saito, in conjunction with 
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the step of compressing the file of, Berkowitz, because the data size is reduced 
or minimized to express transmission of the file (col. 4, lines 59-65). 
As per claim 11: As rejected with the same rationale as rejected in claim 6. 
As per claim 19: 

Saito discloses a method of producing an encrypted version of a file 
(col. 7, line 10-28), Saito teaches encrypting and decrypting wherein the 
method comprises a file identifier (F-ID) that was generated for the file that was 
computed from at least a portion of the contents and that uniquely identifies ^ 
the file (col. 7, lines 38-55) and encrypts and decrypts the file with the F-ID as 
the key. However, Saito fails to include decompressing a file in conjunction 
with decrypting. 

Berkowitz, et al. discloses a method for storing data wherein each 
document has a unique document identifier and data keys (col.l, lines 52-65). 
Berkowitz includes a step of providing data key identifier and further 
compressing the file but fails to. explicitly include the step of decompressing the 
encrypted version of the file in conjunction with decrypting (coL4, lines 28-52), 
The Examiner asserts that Berkowitz teaches compressing the file ,in order to 
reduce the size and the bandwidth when transmitting but cannot view in its 
compressed state. Thus, it is inherent to decompress when decrypting the file 
in order to restore the contents to its original form. It would have been obvious 
for a person of ordinary skill in the art to decompress the file because it 
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restores the contents of the compressed file to its original form in order to view 
the file (coL4, lines 59-65). 

8. Claims 12 and 15-17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Saito, and further in view of ^'Microsoft Computer Dictionary, 
S*'* Edition''. 

As per claim 12: 

Saito discloses a method of producing an encrypted version of a file or 
(coL7, line 10-28) wherein a unique identifier (UID) is generated for the file that 
was computed from at least a portion of the contents where the Examiner 
asserts that uniquely identifies the file as intrinsic (coL7, lines 38-55). 
However, Saito fails to include a flattened file. 

According to the "Microsoft Computer Dictionary, 5*^ Edition", to "flatten" 
is to combine all layers of text or images into a single layer (pg.217). It would 
have been obvious for a person of ordinary skill in the art to include or create a 
flattened file because it significantly reduces its file sized and can be saved in a 
wider range of formats. 
As per claim 15: 

Saito discloses a method of producing an encrypted version of a file or 
(col.7, line 10-28) wherein a unique identifier (UID) is generated for the file that 
was computed from at least a portion of the contents where the Examiner 
asserts that uniquely identifies the file as intrinsic (col.7, lines 38-55). Saito 
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includes a key control center for storing crypt keys that are used for decryption 
(col. 10, lines 30-39). The Examiner also asserts that the unique identifier can 
be a key such as a secret or common key or a public key type wherein the key 
is used to identify the file. The file is encrypted with a key, which results in 
encrypted file (col. 7, line 60-coL8, line 18). Further, Saito teaches providing 
the key to decrypt the encrypted file to verify the integrity of the decrypted file 
(coL9, lines 19-40). Also refer to col.8, lines 20-59 and col. 10, line 5, ET. Seq. 
However, Saito fails to explicitly teach a flattened file. 

According to the "Microsoft Computer Dictionary, 5^ Edition", to "flatten" 
is to combine all layers of text or images into a single layer (pg.217). It would 
have been obvious for a person of ordinary skill in the art to include or create a 
flattened file because it significantly reduces its file sized and can be saved in a 
wider range of formats. 

As per claim 16: As rejected with the same rationale as rejected in claim 15. 
As per claim 17: 

Saito discloses a method a structure for reliably identifying plurality of 
files comprising file names and Meta data for each file (col. 10, lines 57-65). 
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Claim Objections 



8. Claim 5 objected to because of the following informalities: 

The Examiner finds the phrase "generating use a hash" unclear. The 
Examiner suggests the following: "generating by using a hash" or "generating 
the use of a hash" or what the Applicant finds more proper for this phrase. 
Appropriate correction is required. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LEYNNA T. HA whose telephone number is (703) 305- 
3853. The examiner can normally be reached on Monday - Friday (7:00 - 3:30PM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, AYAZ SHEIKH can be reached on (703) 305-9648. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872- 



Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 



Conclusion 



9306. 



306-5631. 
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SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 




